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Spyware exacerbates the privacy concerns of consumers due to their surreptitious characteristics. The 
threats related to spyware are more severe in the sense that their existence is not obvious as the existence 
of virus or worm.  Yet many consumers are unaware that their machines have been infected by spyware. 
While such theories as TAM, TPB and TRA are not sufficient to gauge consumers’ attitude and behavioral 
change toward the adoption of anti-spyware tools, the Protection Motivation Theory (PMT) was introduced 
from marketing and health research disciplines and employed to predict anti-spyware use when consumers 
are confronted with threats. Utilizing structural equation modeling, this study will analyze the factors that 
will motivate the consumers to adopt anti-spyware tool and provide support for the research model based 
on PMT.   
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Introduction 
Spyware exacerbates the privacy concerns of consumers due to their surreptitious characteristics. The threats related to 
spyware are more severe in the sense that their existence is not obvious as the existence of virus or worm. Known risks posed 
by spyware are: transmission of information of a consumer, their computer and their surfing habits to third parties; remote 
hijacking; capture keystrokes of consumers to steal private or confidential information; and slow down the computer 
performance due to unnecessary consumption of bandwidth on personal computers (Thompson 2005). 
 
Even though spyware’s aftermath varies from severe to mild (Warkentin et al. 2005), not many consumers appear to have 
practically taken remedial actions to fight against “the ghost in the machine”. This abnormality can be explained that most of 
the time consumers are unaware that their machines have been infected by spyware. In addition to the inadequate skills and 
resources to take defensive actions for the threat of spyware, Hu and Dinev (2005) found that lack of awareness is the key to 
not taking any action against spyware. A study by Poston et al. (2005) showed that only 45% of the respondents had installed 
and used spyware protection on their computers. They further found that 74.9% of the respondents were aware of spyware. 
Thus, there is a clear indication that being aware of spyware does not necessarily lead to taking action against spyware . 
Recent research, such as Warkentin et al. (2005) and Luo (2006), have proposed a spyware assessment model and a holistic 
approach for managing spyware, yet little research has been done to investigate what motivate consumers to use anti-spyware 
tools and what factors lead to adoption of anti-spyware tools. While attempting to bridge this gap, this study will also discuss 
whether existing models of IT adoption are applicable to adoption of spyware tools. 
 
In this study, the motivation of consumers to adopt anti-spyware tools will be explained using the theoretical framework of 
Protection Motivation Theory (Rogers 1983). Non-adopters of anti-spyware tools may not be aware of the severity of risks 
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caused by spyware. Awareness has been one of the important determinants in the adoption of anti-spyware tools (Hu and 
Dinev 2005). The non-adopters may have been aware of existence of spyware but not completely cognizant of the degree of 
risks. Besides, they may not have the required skills to install and use the anti-spyware tools.  This study will develop a 
research framework for adoption of anti-spyware tools. The rest of the paper is outlined as follows: the first section gives an 
overview of the theoretical background; the next section presents the research model and hypotheses, the methodology 
section will describe how we will validate the model since this is a research-in-progress paper. The next section will describe 
the implication and conclusion of this study. 
 
Theoretical Background 
There has been a very limited empirical research in the area of spyware. Earlier work (Hu and Dinev 2005; Lee and Kozar 
2005) have used the Theory of Planned Behavior (TPB) to predict the adoption of anti-spyware tool. Although the TPB has 
provided insights into the importance of factors such as attitude, social norms and perceived behavioral control in predicting 
the use of anti-spyware tools we strongly believe that additional factors may be significant in predicting the adoption of these 
tools. In situation where individuals are faced with fear or danger it is known that their attitude and behavior may change. For 
example, in condition when the web browser of your personal computer has been hijacked by a spyware, you are likely to 
search for anti-spyware tools to free you from this predicament even though this anti-spyware tool may not have been used in 
your social circle or you may not have had good attitude towards anti-spyware tools. The attitudinal based theories such as 
the theory of Reasoned Action or TRA (Ajzen and Fishbein 1980) and TPB (Ajzen 1991) explain that attitudes are shaped by 
the beliefs regarding the outcomes associated with a behavior and attitudes, in turn, influence the intention to perform a 
behavior and the behavior itself. These notions about attitude and behavior in the context of information technology are 
explained with the Technology acceptance model or TAM (Davis 1989). As fear may change the attitude or behavior of 
individuals, attitudinal based theories such as TAM, TRA and TPB might have shortcomings in explanation of adoption of 
anti-spyware tools.  
 
The Protection Motivation Theory or PMT (Rogers 1983) provides a richer understanding of why attitudes and behavior can 
change when people are confronted with threats. The PMT postulates that people tend to protect themselves from imminent 
danger or harm based on their four types of cognitions or perceptions. These perceptions are the severity of the risks, 
vulnerability of risks, self-efficacy at performing the desired risk-reducing action and the response efficacy of the desired 
behavior. The severity of risks refers to the perceptions of an individual regarding the magnitude of the consequences of 
threat. The vulnerability of risks refers to the likelihood that a threat would occur. The self-efficacy refers to one’s capability 
to perform the protection behavior. The response-efficacy is the one’s judgment of how good would be the protection 
behavior. Information required for these cognitions comes from two sources: environmental and intrapersonal. The 
environment source of information may be verbal persuasion, and observational learning. Intrapersonal source relates to prior 
experience. What the theory further suggests is that a person would weigh the perceived costs and benefits of taking the 
desired protection behavior and would form their intention to undertake the risk-reducing action based on their analysis.  
 
This analytical cognition processes may be grouped into the following sub-processes: threat appraisal and coping appraisal. 
Threat appraisal refers to the personal assessment of risk posed by the threat. A person goes through the threat appraisal by 
assessing the severity, vulnerability and benefits of taking the desired protection behavior. The other sub-process of coping 
appraisal refers to the personal assessment of one’s ability to cope with or avoid the potential threat. The coping appraisal 
consists of self-efficacy, response efficacy and costs related to taking the desired protection behavior. The self-efficacy refers 
to one’s capability to perform the protection behavior. The response-efficacy is the one’s judgment of how good would be the 
protection behavior. The response cost is the summation of the costs related to money, time and effort that have to be borne if 
one’s to perform the protection behavior. In essence, the main premise of the protection motivation theory is that protection 
motivation arises from the cognitive appraisal of a threat along with the belief that the desired protection behavior would 
effectively prevent the threat. The threat in this research is related to the infection of the spyware on one’s personal computer. 
In the next section, we describe the research model and state the derived hypotheses. 
 
Research Model and Hypotheses 
In this study we adapt the PMT (Rogers 1983) to predict the adoption of anti-spyware tools. The proposed research model is 
shown in Figure 1. The dependent variable of the model is the use of anti-spyware tool which is a binary variable that 
determine the adopters and non-adopters. According to PMT, the threat appraisal is a process that evaluates the maladaptive 
behavior, which in this case is not adopting the anti-spyware tool.  In the threat appraisal, the consumers will consider their 
perceptions about severity and vulnerability of the threats posed by spyware, and the intrinsic and extrinsic rewards of not 
adopting the protection measures. In this study, rewards are not included in the research model because we determine that the 
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consumers will not get rewarded whatsoever for not using anti-spyware tools. The coping appraisal evaluates the ability to 
cope with and avert the threats of spyware. The factors that comprise the coping appraisal process are the two efficacy 
variables and the response cost. Response efficacy is the belief that the protective measures will work or the adoption of anti-
spyware tool will be effective in protecting against the threat of spyware. Self-efficacy is the belief of an individual that he 
possesses the ability to conduct the protection measures or the use of anti-spyware tool. Response cost is the cost incurred in 
adopting the protective measures. These costs may include monetary, time and effort associated with using the anti-spyware 
tool.  
 
As shown in the research model the processes of threat appraisal and coping appraisal would result in an outcome or personal 
decision of the consumer to initiate, continue or inhibit the protective measures. By going through these two appraisal 




The dependent variable of this research focuses at the behavior of consumer. The behavior is an outcome of the processes of 
threat appraisal and coping appraisal. Some of the prior studies using PMT have studied the intention (Rogers 1975; Tanner 
et al. 1991) while some studied the behavior (Ho 1998; Woon et al. 2005). In this paper we measure behavior because it is 
not very clear in the literature regarding the interaction of intention with cognition variables of PMT. Some literature 
suggests two-way interactions and some suggest three-way interaction between intention and cognition variables. Besides, 
there is also support in the literature that intention is related with behavior, in line with expectancy-valence theory. Therefore, 
we are measuring behavior in this study. 




Threat appraisal is one of the processes that will mediate the effects of the components of fear appeals upon attitudes by 
instigating protection motivation (Rogers 1975). Threat appraisal evaluates the maladaptive behavior or the consequence of 
not using the anti-spyware tool in this study. As an intervening variable, protection motivation has the typical characteristics 
of a motive: it arouses, sustains, and directs a behavior (Rogers 1975). It is assumed that protection motivation of consumers 
will arise from the cognitive appraisal of a spyware infection as noxious and likely to occur, along with the belief that the use 
of anti-spyware tool will effectively avoid the occurrence of the spyware infection. Two constructs of threat appraisal used in 
this study are perceived severity and perceived vulnerability. Perceived severity refers to the perceptions of an individual 
regarding the magnitude of the consequences of a threat (Milne et al. 2000). The consequences of a threat of spyware may 
relate to loss of personal or confidential information, slowdown of computer performance etc. In consumer behavior 
literature, risk reduction strategies such as information seeking and brand loyalty are undertaken by consumers to lower the 
uncertainty associated with purchasing (Sheth and Venkatesan 1968). The degree of risk is likely to increase when the 
perceived severity is high. We hypothesize that consumers are more likely to adopt risk-reduction behavior to cope with the 
perceived severity. Therefore, the first hypothesis is as follows: 
 
H1: Perceived severity will have a positive relationship in determining that anti 
 -spyware tool will be used 
 
Threat appraisal 
- Perceived severity 
- Perceived vulnerability 
Coping appraisal 
- Self-efficacy 
- Response efficacy 
- Response cost 
Protection measure 
- Use of anti-spyware 
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According to Rogers (1983), perceived vulnerability or expectancy of exposure to threat refers to the likelihood of the 
occurrence of a threat. In our study, the threat refers to likelihood of occurrence of spyware infection. A significant 
relationship between perceived vulnerability and the coping response has been reported (Rippetoe and Rogers 1987). 
Therefore we hypothesize that, 
 
H2: Perceived vulnerability will have a positive relationship in determining that 




Coping appraisal process evaluates the ability to cope with and avoid the threat (Floyd et al. 2000). The factors related to the 
coping appraisal process are self-efficacy, response efficacy and response cost. Self-efficacy refers to an individual’s 
capability in performing the desired behavior. In this study, the desired behavior is the use of anti-spyware tool. The 
significant relationship between self efficacy and coping response has been reported in numbers of past studies (Beck and 
Lund 1981; Maddux and Stanley 1983; Milne et al. 2000). We will test the following hypothesis: 
 
H3: Self efficacy will be significant in determining the use of anti-spyware tool 
 
Response efficacy is the belief that the use of anti-spyware tool will be effective in protecting against spyware. A positive 
correlation between response efficacy and coping response has been found in the literature (Maddux and Stanley 1983). 
Therefore, we hypothesize that: 
 
H4: Response efficacy will be positively associated with use of anti-spyware tool 
 
Response cost refers to cost incurred in taking the adaptive coping response of adopting the anti-spyware tool. Such costs 
may include money, time, inconvenience etc. Response cost in this study includes the time taken to run the anti-spyware tool. 
The support for the response cost and the coping response has been reported (Neuwirth et al. 2000). Thus, we test the 
hypothesis: 
 
H5: Response cost will be significant in determining the use of anti-spyware tool 
 
Methodology 
The proposed research model will be tested using the survey methodology. Consumers will be recruited by sending emails to 
target group of online consumers. A chance to take part in the lucky draw will be used as motivation for participation. The 
subjects will be solicited with an email message. On agreeing to participate another email will be sent with a link to the 
survey questionnaire. Although most of the instruments will be drawn from the literature, pretest and pilot study will be 
conducted with student population to ensure the reliability and validity of the measures. Partial Lease Square (PLS), a 
Structural Equation Modeling (SEM) tool, will be employed to analyze the data and test the proposed hypotheses. 
Possible Findings and Implication for Research 
We hope that the empirical data will find support for the proposed research model and the hypotheses. The validated model 
will provide support for PMT. Although PMT has been widely used in marketing and health research, there has been few 
studies in IS literature. PMT will provide new direction in the domain of IS adoption literature. 
 
Conclusion 
Proliferation of spyware offer new threats and challenges for the consumers and the online companies that are doing their 
best to attract the prospective consumers. Privacy concerns are expected to fuel up with the growth in spyware. The adoption 
of anti-spyware tools will help to alleviate the fears of consumers to some extent. This study will analyze the factors that will 
motivate the consumers to adopt anti-spyware tool and provide support for the research model based on PMT.  
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